
 
 

  

IMPORTANT NOTICE 

FRAUD PREVENTIVE MEASURES  
 
TIPS TO PREVENT LOST/STOLEN/COUNTERFEIT/IDENTITY THEFT FRAUD  
 
1.  Report the loss/theft of your card immediately at 855-23/92 222 909.  
 
2.  Do not leave your card in the car while jogging at recreational park to avoid card theft. Many  
 cases of swapped card reported.  
 
3.  Keep your card in the same compartment of your wallet/purse so that you will notice it 
 immediately if it is missing. Check your card periodically and ensure that the card is not missing 
 from your wallet/purse. For example, after retrieving your belongings kept in a locker after 
 your workout at gym/spa centre, check and ensure it is your card.  
 
4.  Memorize your PIN and never disclose it to anyone.  
 
5.  Do not create your PIN that can be easily compromised for e.g. using your date of birth or identity 
 card number.  
 
6.  Always remember to take back your card at the end of any transaction, at any self-service 
 machines for e.g. ATM, CRM, self-service petrol station and at any retail outlets.  
 
7.  When performing transaction at ATM, be alert of any suspicious person or unidentified foreign 
 object fixed at the ATM and report to the Bank immediately.  
 
8.  Respond immediately to the Bank’s SMS transaction alert if you did not perform the transaction.  
 
9.  Never give your card number or personal information to third party.  
 
10.  Keep the Bank updated on your latest mobile number and e-mail address to allow the Bank to 
 perform verification of suspicious transactions.  
 
11.  Check your monthly card statement promptly and report immediately to the Bank if there are any 
   transaction(s) that you did not authorize.  
 
12.  Be vigilant of identity theft by collecting your mail promptly so that mail containing your  
  personal information or card information do not fall into hands of unscrupulous party.  
 
13.  Notify the Bank of any change in your mailing address or if you do not receive your card  
  statement on time.  
 
14.  Be on the alert for imposter(s) who claim to be from the Bank and request for your card details.  
  Call the Bank at the telephone number on the reverse of your card if in doubt.  
 
 
TIPS TO PREVENT INTERNET/ONLINE FRAUD  
 
1.  Respond immediately to the Bank’s SMS transaction alert if you did not perform the internet 
 purchase.  
 
2.  Call the Bank if you did not request for the One Time Password (OTP).  
 
3.  Make sure your current mobile phone number is registered with the Bank.  
 
4.  Always clear the cache/delete temporary internet files each and every time you have 
 completed performing internet transaction(s).  
 
5.  Never give your card number details such as expiry date or the card verification value (3 digits 
 code on the reverse of your card) over the phone or to a third party.  
 
6.  Always make sure your computer/tablet/smartphone used to perform your internet purchase  
 has current version of anti-virus, anti-spyware and firewall software to reduce the risk of  
 malware infection.  
 
7.  Be alert and do not fall victim to any telephone or e-mail banking scam.  
 
8.  Never respond to e-mails that request for your card information and/or ask you to go to a  
 website to verify card information.  
 
9.  Perform internet purchase on reliable websites and from a company you trust. Reputable  
 merchant sites use encryption technologies to protect your card details.  
 
10.  Never provide your card information online unless you are making a purchase. 


